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Abstract. The CPS/IoT Ecosystem project aims to build an IoT in-
frastructure that will be used as a platform for research and education
in multiple disciplines related to CPS and IoT. The main objective is to
provide a real-world infrastructure, and allow students and researchers
explore its capabilities on actual use cases.
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1 Introduction

We are experiencing a major paradigm shift in terms of computing systems. The
ability to collect big data, use it to model physical environments with astonishing
precision and use it to improve existing systems is a principal factor behind the
upcoming revolution.We are using Cyber-Physical Systems(CPS) to observe and
manipulate our physical environment,and the Internet-of-Things (IoT) to trans-
fer and transform this raw data into profitable information.CPS/IoT Ecosystem
is a project that materializes this idea. It embodies an infrastructure for IoT in-
tegrated together with a set of use cases that represent CPS. It is a joint project
of three research institutions Technische Universitẗ Wien (TU Wien), Austrian
Institute of Technology (AIT), and Institute for Science and Technology (IST).
It serves as a research platform for a variety of related disciplines and as an
educational tool for bringing concepts of IoT and CPS closer to the students in
a ”hands-on” type of an approach.

The preliminary forecasts state that IoT it will continue to grow rapidly in
the next ten years. Multiple studies predict a number of new IoT devices to reach
75-100 billion until 2025 [20]. The global network of IoT devices will include both
public and private IoT domains, with the ability to share and monetize not only
results but also the usage of the infrastructure itself [8] [15]. We will highlight
just few important challenges:

Development. Each scope of operation ion CPS and IoT (e.g., cloud,
fog/edge, sensor, network) is traditionally observed as a separate discipline.The
development methods and tools for each scope have been created accordingly
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and they are not necessarily mutually compatible. To build an IoT applica-
tion the tools for development, testing, and deployment need to be fully
inter-operable.
Management. The holistic idea of IoT is to have billions of heterogeneous
devices serving millions of different applications connected to Internet. Run-
ning these systems requires configuration, deployment, software updates and
maintenance etc. Managing these tasks on a system this magnitude is a ma-
jor challenge and requires enormous amount of effort.
Security. In the world where ”every single thing” is connected to the Inter-
net, security represents crucial requirement. Standardized approach to secu-
rity and related topics, i.e., privacy and trust must be is a major challenge
in IoT. Example from data breaches and recent changes in EU regulation re-
garding handling private data [26] highlights just how important is security
in IoT. In the future data will influence policies and indirectly lives of people.
Making sure that the data is valid and secure is extremely important.
Power Consumption. Over 75 billion new devices in just under ten years
will create a massive overhead on the existing power infrastructure. The
current production of electrical energy in the European Union on a yearly
basis is around 3000 TWh [6].An average IoT device like the Raspberry Pi 3
consumes up to 5 Wh of electrical energy.If we pessimistically project it onto
new IoT devices we get 3240 TWh on a yearly basis just for these devices.

The project will focus on implementing hardware structure of devices with
custom build cloud system, fog/edge nodes, and COTS and custom built sensor
and actuator devices that will form an infrastructure. It explores development
frameworks, tools and mechanisms that will ensure standardized design and help
establish functional system between hardware, software, and applications. A ma-
jor aspect of the project is its educational value in terms of bringing state-of-
the-art technology directly into curriculum. A new IoT infrastructure providing
means for realistic implementations and applications, it enables students to ex-
perience complexity, real-time, security and dependability issues on real-world
examples. Beside using the infrastructure in courses, the infrastructure will be-
come central topic for numerous bachelor and master theses.

In this chapter we introduced the motivation behind the project and its
core concepts. In Chapter 2 we provide short overview of the related projects.
Chapter 3 describes methodology for the project execution and its most essential
components. Two use cases implemented in the project are described in Chapter
4. The final chapter concludes the paper and provides future directions for the
project.

2 Related Work

IoT represents a super set of multiple disciplines i.e., machine learning, artifi-
cial intelligence, real-time systems, embedded systems, high performance com-
puting, web and mobile technologies, networking , enterprise organization, civil
engineering and a number of others. Vermessan et. al. define IoT as ”a concept
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and a paradigm that considers pervasive presence in the environment of a va-
riety of things/objects that through wireless and wired connections and unique
addressing schemes are able to interact with each other and cooperate with other
things/objects to create new applications/services and reach common goals” [28].
In this section we will give a short overview of the relevant research topics with
respect to the CPS/IoT Ecosystem project and related research projects within
the scope of EU research community.

The heterogeneity of IoT is one of its most prominent features however on the
development and run-time level it is often primary source of interoperability
issues. This is why the interoperability is one of the most researched topics
in IoT. A significant number of projects in are working to enable or increase
interoperability between existing and new IoT platforms and devices [5, 14, 18].

Second major topic in the scope of IoT research and development is security.
It is arguably the most difficult challenge in IoT. It is a rather complex topic,
as it branches in a numerous subtopics, each pf which is highly complex and
demanding on its own. Thus a large variety of projects and research initiatives
on the variations of security and security related topics (e.g., encryption, trust,
privacy, block chain, user, data and ip protection) [4, 19, 13, 23].

The IoT represents a large heterogeneous system with a enormous variety of
applications. Providing generic rules and guidelines allows us to create systems
with standardized system properties. However, systems also need to be tailored
to each individual application and its requirements. According to Gabriel in
[12] ”a system that can be customized, specialized, or extended to provide more
specific, more appropriate, or slightly different capabilities” is called framework.
A framework allows us to use it for different purposes without having a need to
write the code each time from the beginning. Multiple research initiatives are
exploring different frameworks for IoT, with different specialization abilities (e.g.,
security, safety, service-oriented design, social aspect, education and others)[10,
19, 7, 23, 22, 25].

Providing generic rules and guidelines allows us to create systems with stan-
dardized system properties. However, systems need to be tailored to specific
application requirements. According to Gabriel in [12] ”a system that can be
customized, specialized, or extended to provide more specific, more appropriate,
or slightly different capabilities” is called framework. It allows us to use it for
different purposes without having a need to write the code each time from the
beginning. Building such systems is one of the most explored questions in IoT.
Multiple research initiatives are exploring different IoT frameworks with differ-
ent specialization abilities (e.g., security, safety, service-oriented design, social
aspect, education and others)[10, 19, 7, 23, 22, 25].

The applications are strongest driver behind IoT revolution. IoT applications
are normally spearheaded by commercial subjects and the number of different
ways IoT is improving existing systems changes every day. The research as-
pects with respect to IoT applications focuses on model and framework design,
big data, social and economical implications, security and privacy issues, and
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cooperation with other fields of science (e.g., biology, medicine, mechanical en-
gineering, geo-engineering, etc.) [2, 9, 18, 1].

3 CPS/IoT Ecosystem Methodology

CPS/IoT Ecosystem is conceived as a heterogeneous structure of hardware de-
vices, and corresponding software components distributed over tree intertwined
scopes of operation: cloud, fog/edge, and sensor/actuator nodes. The cloud pro-
vides high performance computation and large capacity storage. The fog, also
referred as edge, level indicates a network of devices with real-time communi-
cation capabilities, and mid-range computational and storage capabilities. The
sensor/actuator level serves as a direct interface with physical environment. They
posses capabilities of collecting and transforming physical signals using sensors
and manipulating the environment via diverse actuators. The CPS/IoT Ecosys-
tem infrastructure is a geographically distributed system. Parts of the infras-
tructure will be located on multiple sites on a wider area of Vienna,Austria.

CPS/IoT Ecosystem Cloud The cloud system is a general purpose high-performance
computing platform located at a server center of TU Wien. It provides services
that facilitate handling of big data (e.g., storage, analysis, aggregation). It is an
essential part of the infrastructure. In CPS/IoT Ecosystem we are implementing
a custom built cloud server. Its purpose is to serve the applications, but also to
be used as a research subject. It will be deployed in two parts: a) a general pur-
pose computing platform, and b) specialized computing platform for calculation
intensive tasks.

CPS/IoT Ecosystem Fog/Edge Ability to react fast and ensure quality of service
(QoS) on a factory floor level or similar plane of execution is implemented in the
fog/edge level. It represents a network of computing nodes which are both capa-
ble of handling certain significant of data and still ensure service dependability.
The fog/edge devices can be in direct connection to the sensor/actuator nodes
or as an intermediate gateways for the ultra low energy/performance devices.

CPS/IoT Ecosystem Sensor Device The sensor/actuator nodes are direct inter-
faces with a physical environment. These devices are limited in computational
performance, size and power consumption. They can be deployed individually
or in swarms as explained in Section 4.

CPS/IoT Ecosystem Information Model As mentioned above management, de-
velopment, and security are three major challenges in IoT. Part of the solution
for these challenges is a functional IoT information model for the CPS/IoT in-
frastructure. It will allows us to describe the system from multiple perspectives:
hardware platform, services, application, management and communication. The
acquired models can be used as templates for application design, code genera-
tion, development and operations (DevOps), testing and validation.
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COTS vs. Custom Built Hardware CPS/IoT Ecosystems generally comprises a
substantial amount of sensor nodes.Buying a lot of sensor hardware can quickly
consume an important amount of a project’s budget, since commercially available
ready to use hardware is usually expensive. Therefore designing and building
custom hardware can be an attractive alternative. Designing custom hardware
also has the advantage of increased flexibility, since one is not limited by the
choice of existing components. The hardware design can be tailored to specific
requirements as described in 4.

Technology in CPS/IoT Ecosystem The objective of the CPS/IoT Ecosystem
project is to build a technology agnostic IoT infrastructure. Often the IoT is
connected to a single framework, communication protocol or cloud environment.
This project will provide general purpose cloud environment based on Open-
Stack[24]. It uses variety of open source and research community frameworks to
build middle-ware and application software [17, 10, 27, 11]. In CPS/IoT Ecosys-
tem we are not limited to a single communication protocol, typical IoT commu-
nication standards described in [3, 16, 21] will provide a basis for networking and
communication standards.

4 Use Cases

4.1 Smart Parking

Smart Parking application provides status information of public or private park-
ing places in a city or garage. Each parking spot is equipped with a sensor or
group of sensors capable of detecting objects (cars or similar) on a surface of the
parking spot. Data of each sensor is then transmitted to a central application
software located on a remote server via Internet connection. The information
is further delivered to end user over Web or mobile application. The Smart
Parking application is build on the principle of CPS/IoT Ecosystem. The cloud
environment serves as mass storage device and a service provider to external
users. It collects all parking information from the fog all fog nodes and provides
them to external applications (e.g., web site). The edge/fog nodes serve as sen-
sor data aggregation and filtering nodes. The data collected from the sensors
is transformed in the application useful information. The parking spot is a vir-
tual concept and can be formed on arbitrary surface with a single or multiple
heterogeneous sensors. Figure 1 provides an architectural overview of the Smart
Parking application. The middleware backbone of the Smart Parking application
is a service-oriented Arrowhead IoT Framework[10]. The Smart Parking applica-
tion services are distributed over local clouds both on cloud and edge/fog level of
operation. Senor nodes are connected via Bluetooth Low Energy (BLE) protocol.
Future work on this use case considers adding multiple additional services (e.g.,
payment, allocation and reservation of spaces), also adding support for multi-
ple sensor types and building vehicle-2-infrastructure interface for autonomous
parking. Another feature is the implementation of sensor node simulator which is
able to project sensors on the scale of the city and provide simulated data to the



6 H. Isakovic et al.

Fig. 1. Smart Parking Architecture Overview

rest of the infrastructure. This allows us to test scaleability and manageability
of the application without deploying hardware devices.

4.2 Smart Vineyards

IoT can help to overcome arising problems in the agricultural sector. For exam-
ple, the increasing labor shortage do to the depopulation of rural areas. This is
possible because such infrastructures help farmers to work more efficiently. Ex-
amples are disease prediction systems, that warm farmers of arising diseases in
certain areas. Farmers can use this information to bring out pesticides only when
it is necessary and also only where it is necessary. This reduces the workload of
farmers, the costs for pesticides and the negative impact on the environment.

We are building such an infrastructure for vineyards in cooperation with the
Vienna University of Natural Resources and Life Sciences (BOKU Wien) as part
of the CPS/IoT Ecosystem project. The aim is to bring out several hundreds
of swarm nodes that measure the environment. This information is transmit-
ted to the cloud via fog nodes. Later, the information is processed by means
of big-data analysis and machine-learning algorithms to learn correlations be-
tween diseases and environmental influences to create new and improve existing
diseases prediction models.
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5 Conclusion

The paper provides a short overview of the CPS/IoT Ecosystem project and its
main objectives. IoT has a complex and broad spectrum of topics and CPS/IoT
Ecosystem is providing a platform where these topics can be explored and also
bring closer to the students. Our goals are to build a physical infrastructure,
to ensure data flow and application integration, demonstrate multiple use cases,
and open it to other research initiatives for collaboration. The project is in its
first stage and will continue to develop, thus our focus in the future will change
on research of methods how to improve management, development, security and
other properties.
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